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1	Overall description
[bookmark: _Hlk69931360]SA3 would like to thank RAN1 for their LS S3-213818/R1-2106332 on broadcast of NTN GW or gNB position.
SA3 would also like to thank SA1 for their reply LS S3-213819/S1-213211 on broadcast of NTN GW or gNB position.
SA3 would like to provide the following answers to the questions in the LS from security perspective.
RAN1 Question 1: Is there any security/regulatory aspect that needs to be taken into account if the NTN-GW/gNB position is broadcasted including any aspects related to accuracy of the position?
SA3 answer: SA3’s understanding on the position of a NTN-GW/gNB is that it could be very distant from the UE, for which the broadcasting needs to be facilitated by a satellite so that the position information could be broadcast to the distant UEs. This could results in the position information of the NTN-GW/gNB being broadcast in a very large coverage with a radius of hundreds or even thousands of kilometres (theoretically reaching 3,500km), which is very different from the situation of broadcasting by the gNB in terrestrial networks. Hence the following potential security risks can be foreseen:
· Such large coverage could enable much more attackers to obtain the position of NTN-GW/gNB effortlessly without having to physically get close to the NTN-GW/gNB, e.g. attackers could be situated in various different locations across countries or continents. This could significantly lower the barrier for the attackers and increase the attack vector and attack surface. The more accurate the position is, the riskier the NTN-GW/gNB’s exposure becomes.

· If broadcasting its own position is required in each and every NTN-GW/gNB, it is easy for attackers to outline the full map of NTN-GW/gNB deployment of an operator or even a nation. With NTN-GW/gNB being a key part of critical network infrastructure of a nation, there is a concern of national security. This also echoes the concern of regulatory aspect raised in S1-213211.
In addition, SA3 would like to point out that the unprotected broadcast position information of the NTN-GW/gNB cannot be fully trusted as it is subject to tampering.
Bearing the above concerns, SA3 would recommend RAN1 not to mandate the NTN-GW/gNB to broadcast its own position. 

RAN1 Question 2:  Is there any security/regulatory aspect that needs to be taken into account if the NTN-GW/gNB position is possible to be derived by the UE with assistance information from the network including any aspects related to accuracy of the position?
SA3 answer:  To analyse the security risks on this question, SA3 would like to ask RAN1 the following questions for clarification:
· Is it possible that the assistance information per se can reflect the position of the NTN-GW/gNB?
· Is the assistance information protected when being sent from the network to the UE in NTN?
· Does the UE need more trustable information than the assistance information for deriving the NTN-GW/gNB’s position?
· How accurate could be the NTN-GW/gNB position after being derived by the UE with the assistance information from the network?
2	Actions
To RAN1, SA1
ACTION: 	SA3 kindly asks RAN1 and SA1 to take the answer to RAN1’s Question 1 into account, and asks RAN1 to provide feedback on SA3’s questions about RAN1’s Question 2. 
3	Dates of next TSG SA WG3 meetings
SA3#106	7-11 February 2022	TBD
SA3#106-Bis	4 - 8 April 2022		TBD

